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ARMY SECURITY AGENCY 

WASHINGTON 23. O. C. 



SUBJECT: Historical Study 



Director 

Armed Forces Security Agency 
The Pentagon 
Washington 25 , D. C, 

ATTN: AFSA-1 1 * 



Attached study prepared in the Historical Section, G2 
Army Security Agency and entitled The Colmar Compromise is 
forwarded for reference and file. 



FOR THE CHIEF, ARMY SECURITY AGENCY 



Incl . 

Cy #3 of The 
Colmar Comer omlse 
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S1JBJ1CT: Historical Study. 



Director 

Artud Forces Security Agency 
The Pentagon 
Washington ? c j, D. C. 

ATTF: AP3A-1* 



Attached study prepared In the Historical Section, 0'.’, ' . i$4f 



Am.j Security Agency and entitled The Colaer CoaproBise la : 



forwarded for reference and file. 



FOR TKF. CHIZF, ARMY SBC UR TTY AOBMCY 



1 Incl . 

Cy #3 of The 
Co Tear Coaproatae. 
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■Eds Document contains the Following TOP SECRET Pa es 



Text material - U7 pages 
Coro no logical Su* iary - 2 pages 

~ab 2-7 pares 
Tab 3-5 pages 







HISfjaiCAL *f H* 



’Jii* historical s'. irtY, •:)« iliac with the Colmar Co«prosdB« in fltwi 



La l$l«b, outlines the «*n’«ncy seeeurss ehlch east b« taken when tbs 



of writ inrolved la replacin'* those eystees. Further, It reveals tbs j 
Lsrre numbers of pursonnel involved In such s co«pro«l»e fros enlisted , 
eon to theater coauionders , and Mphesites t be crave situations in ahiekr 



all concerned find tiwmselve*. Bence, it provides important orientation 
for personnel in eoennlcation security duties. Ihs incident itself 
w»s- inslmlfiesttt because the e was no actual coeproad.se. ■ 

,<t '' •_ ’ ‘ •, •■r ;■ 

3m- Study was vrltbea to be Chapter m in the eenuscript hiatofjfr' 
of Converter *U13li-C (A.Flb-1, or SIOIW), a tech-ileal w rwy. 
of diasladlsrity and special interest, the oo«p*'o«d»e study 1* given 



separate (Retribution 
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Ssbl# of Contort ta 



sac a u 



A.. Cimoral. . . . . . . . 



~ ; - »««ota Loodlnr io Ihaf* . 



In G^aproalo* 



R. ' T>Brg«\ey 8jr8t«»8 Ijiatitutad . • • 

■ •-• frV*. 



0. terns AffoctSs V.I.P. FLlrM» • • • 

H. Crypto-Hqulpwffi t Foind • • • • • 

1, Pixing RanpooBlblli^ for Violation* 



Evaluation of Jn'rostlpa tiorva Rasul ta in 

Court Martial 



Chronological S«*»*ry 














I^at of W 



1* Kio^S'ttjiph* - 1 through 9 

SiCftHk 5hWh-76» con tint* and condition of 
'•'... oonienta . 

2,. Court Martial Order* 28?, k9ii s and tho 
testimonials of' the officer* and man 
involved in the compromise 

3. Charges and additional testimonials 



(u Department of the *rmy, office of the 

Secretary of A ray Wr, dated 16 Sept 19l»8, 
to Mr. oeor<re -reckon frora Mr. Henry J. 
Sommer 
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THE C'lLMUl 0 MMCSE 



A* Tonaral 



In opl »> of the carefully worked out measures concerning the physical 
security of the U-13h-C (‘TT r&BA), end the hi^h decree of cryptographic aeo- 
urlty established for it, a vary serioua coosproaise of insy and Hoablned 
Cr yto ;;:wphie Systeao and oatsrials occurred at a Division Headquarters In 
Europe late in World liar II. 

Headquarters , Oonounications Zone, r lO f (Paris, France), dispatched 

an frrenwecret -ncssage on Tuesday, 6 February 1915 at 2H0Z, to all strut- 

eric oo^onds in Europe, infoncLnr their si&ial effioers to sue pend certain 

systems due to a possible oocqparaeiee. The War Department received an info 

copy of thin raeesags No. KX— 95U03® and by <fcUi9, 7 February, Arlington Hall 1 

officials had read the following coauaunicatloni 

Suspend use i (mediately of editions 16 md 19 s i system 2201, 

2222 and 22l£, editions 10 and 11 of CD8P 012$ md 0126 and 
edition 2 of systsn Slit, 

Crave possibility of compromise all Mentioned exists, all Com- 
aaridara to be informed of possibility of enciphered traffic via 
radio in above ays tana being read by ansqy. Reserve system near 
being distributed. 

'be only secure landline, courier, or reserve system where a- 
vailable mill security restored. Rote 12, 13, Hi, 1$ sad 17 
not affected as well as CCBP 0101,. 0102 and 0131 by above. In- 
form ell subordinate mite concerned. 



Info coir/ to r.^’IC - Code lett rs for Arlington Hall Station 









— sccuRir,- ;hformati:n 

—i — ; — ; — « 

'he followln l*j 6oJ two aes'-Apb# Wo* foa'ane, -i*0, s«nt on 

the 7th werr receive *. ’ rl:n too Hall* 
lOt 'X 95681, li*02Z -V r 

'la* of ■• T 'S 0122 >-15 suspended Immediately due suspected 
c itapronris* . 'oeorAiii fro* eubor'ln* .a holders under your 
Jurisdiction *nd inform thin h##<i')u*rt#rs enrlles oisalble 
t > put edition >— 16 la'. o effect. 

'o. t.- V57h? g 1900” "1 ' 

Trlnp Into effect loneriisitly <'r.w 0131-16 for intra- 
acrvloe s, *r*y us* only »a temporary measure. 1 istri- 
outlon now bein' men* in fmqr Ciroun.! ■ Press for lnsue to 
"ivlflljns. Prouivi Tore* iviaioni will coeaence use 
ooon as ocuaent available. Ground t ore* divisions will 
hild '"BP 0131 until normal system arv 8«curity restored. 

o 

l fourth taaaapa, 'Jo. 96061 had been received at tho oar department 
and subeeoaently by A”'! oi 3 February, which still ave no definite infora* 
Mtlxi sior (‘stalls c .men in the c iwprimLso. It was not until 10 February 
at 2 ■&&, whan the officer in chare* of the War Department fod* Cents* oall*d 
r>loiel <”1 nton % Allaopp, Chief, C>*curlty 'ivihton, »HS, to tell him that 
an rjctremely import*! t wees ape, io. 96921? eoncemlnr the comprxd.ee had 
Just been received, did officials becoaa co. nlsant of the fact that the 
**• ' "K !3A Itself and rotor baskets, ' ir!VI and ST*'* W r . were loet, 'he w e* **-* 
rend as follows t 

°ark#d truck be lone In to two eicht Inf entry division con* 

.ainlne followin'’ document# stolen In rolaer Franc** nm*W, 



> 



3. 



2, a*sc*-e 'lo, {■..< 96061, 8 Fab 65, from Fq. ’'oaff.on * 1965c, Desk 

i ’.(*#*'.’* si'.tMd 1 ‘ ..nohow* r, read as follow* t lew suspected coaproaleed 
Tin FS r -3 amer «icy distribution in progress In sn effort to nek* 12 
r *bruary date for edition 6 possible, notify all holders concomed. 



’Utroin 
one 



oln’ Secret lacs* * 'o. "X 96921, 10 Feb 65, V*f(7. t froa u q. 
i, uripean ,‘heet- r of >p*ra .lone, U r . ' , ’arts, m ice. 



'o»** 






StoBn . ilVfOKMlWn 




v ! '# 







’he follow!* day 



!^V4> L53 tw> ww' ir.ai Worn co*''one, S1V ), a«nt on 



the Vth sere received a. 'rlin ton Kell. 
Jo. H 9 $681. 1B02Z r 



Use of 't>r 0122 »-l5 suspended immediately due * us pec ted 
coaproBd.ee. ' scrr ein from subordinate holders under your 
jurisdiction end inform thii> headquarters eorllea . possible 
to put edition f,-l6 into effect. 

*>. t.y. 957 4?, 1903" ’■"!? - 



Krlnr into effect isnedlatily "CTP 1131-lii for intra- 
service U. S. Any use only as temporary measure, Retri- 
bution nos beiru made in iruy Ground ' trees for issue to 
divisions, firound Force ivisions will coataence use es 
ooon as doc u m ent available. Ground Fores divisions will 
hold r"S> 0131 until normal system sni security restored* 

9 

A fourth ’ssaape, 'fo. " r ofOltl had been received at the v ar Department 

and subsequently by AKS on 6 February, which still ave no definite inform- 

aiixi nor details concmin the compromise. It was not in til 19 February 

st 2 #0, whan the officer in char re of the her Department Code Center celled 

C lo.iel Clinton K« Allsopp, Chief, Security ”i vision, aHS, to tell him that 

3 

an <xtremely important meesape, 'Jo, 96921 concerning the compromise had 
Just bean recaived, did a*F officials bacons co, raiment of the feet that the 
g "ADA ltaelf and rotor baskets, CirrFI and SIOA lOG were lost, rhe aoeea-e 
read aa follows t 

Parked truck belonrin to two elr-ht infantry division con- 
aintnj; following documents stolen in r olmer France : GTGAHA, 



2. tutpoinr measape Jo. f: 960hl, 8 Feb l»5, from t’q. Co«nZone l9l»5% r bok 

■ sam e signed n -.eohowor, read as followei ’♦cm suspected compromised 
cr r FS r «3 emergency distribution In pro rase in an effort to make 12 
February date for edition h possible, iotlfy all holders concerned. 

3. Dutroin’ Secret teosae 'o. "X 96921, 10 Feb U5, V»ft7 . , froa u q. '’om- 

one, uropaen .’heat' r of 'pera .lone, Uf>‘, 'arie, m ice. 
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